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Introduction
•W

hat is IPSec?
•Fram

ework for securing TCP/IP com
m

unications
•Secure authentication of hosts
•Encryption of network traffic

•O
perates “between” Internet and Transport layers of 

networking stack (layers 3 & 4 of O
SI m

odel)
•Transparent to upper-layer protocols

•Unlike SSL, SSH, Kerberos, etc.
•Sim

pler to im
plem

ent
•Unable to take advantage of upper-layer data (e.g., 
user inform

ation)
•Encapsulates headers of Transport layer and above
•Encapsulates parts of IP header

•Can’t encapsulate m
utable fields, such as TTL

•Required in IPv6



Introduction (cont’d.)

Application (HTTP, DNS, etc.)

TCP
UDP

ICM
P

ESP

AHIP

IPSec in the TCP/IP Network Stack



Introduction (cont’d.)
•Protocols

•Authentication Header (AH, protocol 51)
•Provides source authentication, integrity assurance, and 
replay protection

•RFC 2402
•Encapsulating Security Payload (ESP, protocol 50)

•Provides sam
e services as AH, plus confidentiality

•Initially did only encryption; authentication functions were 
added after problem

s pointed out by Bellovin (USENIX 
Security 1996)

•RFC 2406
•Authentication & Encryption Algorithm

s
•Key Exchange (authentication): M

anual, IKE, ...
•Hashes (integrity): NULL, HM

AC-M
D5, HM

AC-SHA1, ...
•Encryption (confidentiality): NULL, DES, 3DES, ...



Introduction (cont’d.)
•Security Association

•Defines protocol, authentication algorithm
 and key, encryption 

algorithm
 and key (if any) between source and destination

•Identified by Security Param
eters Index (SPI)



G
oals
•M

inim
al num

ber of host-independent configuration files
•No host-dependent config files

•M
inim

al num
ber of unique configuration lines

•M
ore precisely, want to keep num

ber of config lines to O
(n) or 

less, i.e. no m
ore than linear growth with num

ber of hosts
•O

(1) (static) is ideal, but unattainable
•W

ant to avoid O
(n 2), or worse

•Secure as m
uch traffic as is m

anageable, given above constraints
•Secure certain traffic regardless of m

anageability
•R

obustness
•Tolerant of configuration errors



Solaris 8 IPSec
•O

verview
•Built into Solaris 8
•Not heavily advertised, or fully docum

ented
•Features & Lim

itations
•Can specify use of IPSec by source and destination 
addresses and ports, and by transport protocol

•Don’t need to specify source in security association
•Single SA can be applicable to any source

•M
ore flexible use of SPIs

•Can share between different source/destination pairs
•Can split between AH & ESP

•M
anual keying only, no autom

atic keying



Solaris (cont’d.)
•Installation

•Install the files from
 the SUNW

cryr package
•Download it from

 Sun’s W
eb site

•
/
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p
s
e
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•Reboot to get the encryption m
odules loaded properly

•Using m
o
d
l
o
a
d without rebooting won’t work



Solaris (cont’d.)
•Exam

ple Solaris-to-Solaris Configuration
•Setup: Three hosts (10.0.0.1, 10.0.0.2, 10.0.0.3)
•All traffic between hosts secured

•Sym
m

etric keys
•SHA1 authentication with AH & ESP
•3DES encryption with ESP
•SSH excepted (for secure m

anagem
ent in case of 

configuration error)



Solaris (cont’d.)
•Exam

ple Solaris-to-Solaris Configuration (cont’d.)
•
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Solaris (cont’d.)
•Exam

ple Solaris-to-Solaris Configuration (cont’d.)
•
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Solaris (cont’d.)
•Exam

ple Solaris-to-Solaris Configuration (cont’d.)
•
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o
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Solaris (cont’d.)
•Exam

ple Solaris-to-Solaris Configuration (cont’d.)
•Test network connectivity

•Try pinging from
 one IPSec-enabled host to another

•Use a packet sniffer to verify IPSec encapsulation
•
s
n
o
o
p
 IP_address

 
a
h
,
i
c
m
p

•You should see ESP packets, not ICM
P

•If the pings are successful and the packets are 
encapsulated, you’re done

•If not:
•Check s

y
s
l
o
g m

essages on either end for problem
s

•W
atch the counters in the output of n

d
d
 
/
d
e
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Solaris (cont’d.)
•Num

ber of unique configuration files
•Two, used on all hosts

•Num
ber of unique configuration lines per host

•Two in i
p
s
e
c
k
e
y
.
c
o
n
f, to determ

ine security associations
•Two in i

p
s
e
c
i
n
i
t
.
c
o
n
f, to determ

ine access policies
•f(n) = 4n

•Linear, which is acceptable
•Can elim

inate host-specific lines in i
p
s
e
c
i
n
i
t
.
c
o
n
f if 

subnets can be split off for IPSec



Linux IPSec (FreeS/W
AN)

•O
verview
•
w
w
w
.
f
r
e
e
s
w
a
n
.
o
r
g

•Project goal to secure all Internet traffic
•Focuses on IPSec gateways (“tunnel m

ode”), rather than 
host-to-host security (“transport m

ode”)
•O

pportunistic IPSec elim
inates need for explicit prior 

negotiation; sim
ilar in spirit to StartTLS

•G
ood docum

entation
•Features & Lim

itations
•Autom

atic keying available
•O

pportunistic IPSec uses DNS lookups for keys
•Cannot specify use of IPSec by port or by protocol



Linux (cont’d.)
•Installation

•Com
pile a new kernel

•Download and unarchive the FreeS/W
AN source

•From
 the FreeS/W

AN source directory:
•
m
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k
e
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l
d
g
o

•
m
a
k
e
 
k
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n
s
t
a
l
l

•
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p
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2
0
4
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autom
atically during install)

•
lilo

•R
eboot

•Exam
ple Linux-to-Linux Configuration

•Setup: Three hosts (10.0.1.1, 10.0.1.2, 10.0.1.3)
•All traffic between hosts secured

•Asym
m

etric keys
•M

D5 authentication with ESP
•3DES encryption with ESP



Linux (cont’d.)
•Exam

ple Linux-to-Linux Configuration (cont’d.)
•
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Linux (cont’d.)
•Exam

ple Linux-to-Linux Configuration (cont’d.)
•DNS
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•Appropriate KEY records can be found in i
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s
e
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s
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Linux (cont’d.)
•Exam

ple Linux-to-Linux Configuration (cont’d.)
•Test network connectivity

•Try pinging from
 one IPSec-enabled host to another

•Use a packet sniffer to verify IPSec encapsulation
•
t
c
p
d
u
m
p
 
-
p
q
 
-
i
 
e
t
h
0
 
-
s
 
1
0
0
 
h
o
s
t
 IP_address

•You should see i
p
-
p
r
o
t
o
-
5
1 packets, not ICM

P
•If the pings are successful and the packets are 
encapsulated, you’re done

•If not:
•Check s

y
s
l
o
g m

essages on either end for problem
s

•Use i
p
s
e
c
 
l
o
o
k to study the configuration



Linux (cont’d.)
•Num

ber of unique configuration files
•O

ne used on all hosts
•O

ne used per host (i
p
s
e
c
.
s
e
c
r
e
t
s)

•f(n) = n + 1
•Not too bad, especially since i

p
s
e
c
.
s
e
c
r
e
t
s is generated 

only once
•Num

ber of unique configuration lines per host
•None in i

p
s
e
c
.
c
o
n
f

•Two in DNS
•f(n) = 2n

•Linear, which is acceptable



BSD IPSec (KAM
E)

•O
verview
•
w
w
w
.
k
a
m
e
.
n
e
t

•IPv6 and IPSec im
plem

entation for *BSD
•Features & Lim

itations
•Autom

atic keying available
•Cannot specify use of IPSec by port or by protocol?



Interoperable IPSec
•Exam

ple Solaris-to-Linux Configuration
•Setup: Four hosts

•Two Solaris (10.0.0.1, 10.0.0.2)
•Two Linux (10.0.1.1, 10.0.1.2)

•All traffic between hosts secured
•Sym

m
etric keys between Solaris and others

•Asym
m

etric keys between Linux
•SHA1 authentication with AH & ESP between Solaris and 
others

•M
D5 authentication with ESP between Linux

•3DES encryption with ESP
•SSH excepted between Solaris



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
k
e
y
.
c
o
n
f

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
1
 
d
s
t
 
1
0
.
0
.
0
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
1
 
d
s
t
 
1
0
.
0
.
0
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3
 
e
n
c
r
a
l
g
 
3
d
e
s
 
e
n
c
r
k
e
y
 

1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 

a
u
t
h
k
e
y
 
d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3
 
e
n
c
r
a
l
g
 
3
d
e
s
 

e
n
c
r
k
e
y
 
1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 

a
u
t
h
k
e
y
 
d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3
 
e
n
c
r
a
l
g
 
3
d
e
s
 

e
n
c
r
k
e
y
 
1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
k
e
y
.
c
o
n
f (cont’d.)

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
2
 
d
s
t
 
1
0
.
0
.
0
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

f
a
d
2
a
0
0
b
a
4
1
0
5
f
9
5
1
f
1
5
2
d
4
1
e
d
e
b
8
3
d
2
c
7
9
7
e
e
1
f

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
2
 
d
s
t
 
1
0
.
0
.
0
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

8
8
3
b
f
2
1
4
5
0
b
7
f
6
2
3
5
a
1
4
a
2
3
d
a
1
d
7
6
4
a
3
2
0
f
4
3
e
e
d
 
e
n
c
r
a
l
g
 
3
d
e
s
 
e
n
c
r
k
e
y
 

b
e
0
b
1
8
a
f
d
1
0
d
c
7
e
5
c
3
5
4
9
9
b
e
f
d
d
d
2
f
6
3
d
1
2
1
2
f
e
8
e
8
4
0
0
b
a
3

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
2
 
s
r
c
 
1
0
.
0
.
0
.
2
 
d
s
t
 
1
0
.
0
.
1
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

f
a
d
2
a
0
0
b
a
4
1
0
5
f
9
5
1
f
1
5
2
d
4
1
e
d
e
b
8
3
d
2
c
7
9
7
e
e
1
f

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
2
 
s
r
c
 
1
0
.
0
.
0
.
2
 
d
s
t
 
1
0
.
0
.
1
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 

a
u
t
h
k
e
y
 
8
8
3
b
f
2
1
4
5
0
b
7
f
6
2
3
5
a
1
4
a
2
3
d
a
1
d
7
6
4
a
3
2
0
f
4
3
e
e
d
 
e
n
c
r
a
l
g
 
3
d
e
s
 

e
n
c
r
k
e
y
 
b
e
0
b
1
8
a
f
d
1
0
d
c
7
e
5
c
3
5
4
9
9
b
e
f
d
d
d
2
f
6
3
d
1
2
1
2
f
e
8
e
8
4
0
0
b
a
3

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
2
 
s
r
c
 
1
0
.
0
.
0
.
2
 
d
s
t
 
1
0
.
0
.
1
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

f
a
d
2
a
0
0
b
a
4
1
0
5
f
9
5
1
f
1
5
2
d
4
1
e
d
e
b
8
3
d
2
c
7
9
7
e
e
1
f

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
2
 
s
r
c
 
1
0
.
0
.
0
.
2
 
d
s
t
 
1
0
.
0
.
1
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 

a
u
t
h
k
e
y
 
8
8
3
b
f
2
1
4
5
0
b
7
f
6
2
3
5
a
1
4
a
2
3
d
a
1
d
7
6
4
a
3
2
0
f
4
3
e
e
d
 
e
n
c
r
a
l
g
 
3
d
e
s
 

e
n
c
r
k
e
y
 
b
e
0
b
1
8
a
f
d
1
0
d
c
7
e
5
c
3
5
4
9
9
b
e
f
d
d
d
2
f
6
3
d
1
2
1
2
f
e
8
e
8
4
0
0
b
a
3



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
i
n
i
t
.
c
o
n
f

#
 
D
o
n
'
t
 
u
s
e
 
I
P
S
e
c
 
o
n
 
l
o
c
a
l
 
c
o
n
n
e
c
t
i
o
n
s
,
 
a
s
 
i
t
 
s
e
e
m
s
 
t
o
 
c
a
u
s
e

#
 
p
r
o
b
l
e
m
s
 
(
d
e
s
p
i
t
e
 
d
o
c
u
m
e
n
t
a
t
i
o
n
 
t
o
 
t
h
e
 
c
o
n
t
r
a
r
y
)
.

{
 
d
a
d
d
r
 
1
2
7
.
0
.
0
.
1
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
s
a
d
d
r
 
1
2
7
.
0
.
0
.
1
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

#
 
D
i
s
a
b
l
e
 
I
P
S
e
c
 
r
e
q
u
i
r
e
m
e
n
t
s
 
f
o
r
 
b
r
o
a
d
c
a
s
t
 
t
r
a
f
f
i
c
.

{
 
d
a
d
d
r
 
1
0
.
2
0
.
1
.
2
5
5
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

#
 
D
o
n
'
t
 
u
s
e
 
I
P
S
e
c
 
o
n
 
S
S
H
 
c
o
n
n
e
c
t
i
o
n
s
.
 
I
n
 
c
a
s
e
 
s
o
m
e
t
h
i
n
g
 
g
o
e
s

#
 
w
r
o
n
g
 
w
i
t
h
 
I
P
S
e
c
,
 
w
e
 
s
t
i
l
l
 
n
e
e
d
 
a
 
m
e
a
n
s
 
o
f
 
s
e
c
u
r
e
 
r
e
m
o
t
e

#
 
a
d
m
i
n
i
s
t
r
a
t
i
o
n
.

#
 
S
i
n
c
e
 
S
S
H
 
t
o
 
t
h
e
 
L
i
n
u
x
 
b
o
x
e
s
 
n
e
e
d
s
 
t
o
 
b
e
 
e
n
c
a
p
s
u
l
a
t
e
d
,
 
w
e

#
 
n
e
e
d
 
t
o
 
s
p
e
c
i
f
i
c
a
l
l
y
 
e
x
c
e
p
t
 
S
o
l
a
r
i
s
 
b
o
x
e
s
.

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
i
n
i
t
.
c
o
n
f (cont’d.)

#
 
S
e
t
 
u
p
 
I
P
S
e
c
 
b
e
t
w
e
e
n
 
S
o
l
a
r
i
s
 
h
o
s
t
s
.

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
i
n
i
t
.
c
o
n
f (cont’d.)

#
 
S
e
t
 
u
p
 
I
P
S
e
c
 
b
e
t
w
e
e
n
 
L
i
n
u
x
 
h
o
s
t
s
 
a
n
d
 
S
o
l
a
r
i
s
 
h
o
s
t
s
.

{
 
d
a
d
d
r
 
1
0
.
0
.
1
.
1
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
1
.
1
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
1
.
1
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
1
.
1
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
1
.
2
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
1
.
2
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
1
.
2
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
1
.
2
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
p
s
e
c
.
c
o
n
f

c
o
n
f
i
g
 
s
e
t
u
p

i
n
t
e
r
f
a
c
e
s
=
%
d
e
f
a
u
l
t
r
o
u
t
e

k
l
i
p
s
d
e
b
u
g
=
n
o
n
e

p
l
u
t
o
d
e
b
u
g
=
n
o
n
e

p
l
u
t
o
l
o
a
d
=
%
s
e
a
r
c
h

p
l
u
t
o
s
t
a
r
t
=
%
s
e
a
r
c
h

u
n
i
q
u
e
i
d
s
=
y
e
s

m
a
n
u
a
l
s
t
a
r
t
=
”
s
u
n
1
 
s
u
n
2
”

c
o
n
n
 
%
d
e
f
a
u
l
t

l
e
f
t
=
%
d
e
f
a
u
l
t
r
o
u
t
e



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
p
s
e
c
.
c
o
n
f (cont’d.)

c
o
n
n
 
s
u
n
1

a
l
s
o
=
m
a
n
u
a
l

s
p
i
=
0
x
1
0
1

r
i
g
h
t
=
1
0
.
0
.
0
.
1

a
h
k
e
y
=
0
x
e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

e
s
p
a
u
t
h
k
e
y
=
0
x
d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3

e
s
p
e
n
c
k
e
y
=
0
x
1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b

c
o
n
n
 
s
u
n
2

a
l
s
o
=
m
a
n
u
a
l

s
p
i
=
0
x
1
0
2

r
i
g
h
t
=
1
0
.
0
.
0
.
2

a
h
k
e
y
=
0
x
f
a
d
2
a
0
0
b
a
4
1
0
5
f
9
5
1
f
1
5
2
d
4
1
e
d
e
b
8
3
d
2
c
7
9
7
e
e
1
f

e
s
p
a
u
t
h
k
e
y
=
0
x
8
8
3
b
f
2
1
4
5
0
b
7
f
6
2
3
5
a
1
4
a
2
3
d
a
1
d
7
6
4
a
3
2
0
f
4
3
e
e
d

e
s
p
e
n
c
k
e
y
=
0
x
b
e
0
b
1
8
a
f
d
1
0
d
c
7
e
5
c
3
5
4
9
9
b
e
f
d
d
d
2
f
6
3
d
1
2
1
2
f
e
8
e
8
4
0
0
b
a
3



Interoperable IPSec (cont’d.)
•Exam

ple Solaris-to-Linux Configuration (cont’d.)
•
/
e
t
c
/
i
p
s
e
c
.
c
o
n
f (cont’d.)

c
o
n
n
 
m
a
n
u
a
l

t
y
p
e
=
t
r
a
n
s
p
o
r
t

a
h
=
h
m
a
c
-
s
h
a
1
-
9
6

e
s
p
=
3
d
e
s
-
s
h
a
1
-
9
6

c
o
n
n
 
o
p
p
o
r
t
u
n
i
s
t
i
c

r
i
g
h
t
=
%
o
p
p
o
r
t
u
n
i
s
t
i
c

a
u
t
h
b
y
=
r
s
a
s
i
g

c
o
m
p
r
e
s
s
=
y
e
s

a
u
t
o
=
r
o
u
t
e

•DNS
1
.
1
.
0
.
1
0
.
i
n
-
a
d
d
r
.
a
r
p
a

I
N
 
T
X
T

“
X
-
I
P
S
e
c
-
S
e
r
v
e
r
(
1
0
)
=
1
0
.
0
.
1
.
1
”

1
.
1
.
0
.
1
0
.
i
n
-
a
d
d
r
.
a
r
p
a

I
N
 
K
E
Y

H
O
S
T
|
N
O
C
O
N
F
 
I
P
S
E
C
 
R
S
A
M
D
5
 

a
8
f
b
7
5
e
3
e
6
b
e
1
3
1
0
7
2
f
6
4
9
3
a
6
d
7
6
5
9
b
0

2
.
1
.
0
.
1
0
.
i
n
-
a
d
d
r
.
a
r
p
a

I
N
 
T
X
T

“
X
-
I
P
S
e
c
-
S
e
r
v
e
r
(
1
0
)
=
1
0
.
0
.
1
.
2
”

2
.
1
.
0
.
1
0
.
i
n
-
a
d
d
r
.
a
r
p
a

I
N
 
K
E
Y

H
O
S
T
|
N
O
C
O
N
F
 
I
P
S
E
C
 
R
S
A
M
D
5
 

2
c
c
0
5
1
3
b
3
b
2
d
a
c
6
e
c
3
1
4
0
e
d
f
6
a
3
0
d
0
9
f



Interoperable IPSec (cont’d.)
•Num

ber of unique configuration files
•Two, used on all Solaris hosts
•O

ne, used on all Linux hosts
•O

ne used per Linux host (i
p
s
e
c
.
s
e
c
r
e
t
s)

•f(nL ) = nL  + 3
•Still not too bad

•Num
ber of unique configuration lines/stanzas per host

•Two per Solaris host in i
p
s
e
c
k
e
y
.
c
o
n
f

•Two per Solaris/Linux pair in i
p
s
e
c
k
e
y
.
c
o
n
f

•Six per Solaris host in i
p
s
e
c
i
n
i
t
.
c
o
n
f

•Two per Solaris/Linux pair in i
p
s
e
c
i
n
i
t
.
c
o
n
f

•Two per Solaris host in i
p
s
e
c
.
c
o
n
f (counting m

a
n
u
a
l
s
t
a
r
t line)

•Two per Linux host in DNS
•f(nS , nL ) = 10nS  + 2nL  + 4nS nL

•Q
uadratic -- Yuck!



Interoperable IPSec (cont’d.)
•Num

ber of unique configuration lines/stanzas per host (cont’d.)
•f(nS , nL ) = 10nS  + 2nL  + 4nS nL

•f(nS  + 1, nL ) - f(nS , nL ) = 4nL  + 10
•For every Solaris host added, we need to create 4nL  
+ 10 unique configuration entries

•f(nS , nL  + 1) - f(nS , nL ) = 4nS  + 2
•For every Linux host added, we need to create 4nS  + 
2 unique configuration entries



IPSec for Individual Service
•Securing LDAP was m

y original m
otivation for exploring IPSec

•Exam
ple Service Protection Configuration

•Setup: Four hosts
•O

ne Solaris LDAP (port 389) server (10.0.0.1)
•O

ne Solaris LDAP client (10.0.0.2)
•Two Linux LDAP clients (10.0.1.1, 10.0.1.2)

•All traffic between like hosts secured, all LDAP traffic secured
•Sym

m
etric keys between Solaris and others

•Asym
m

etric keys between Linux
•SHA1 authentication with AH & ESP between Solaris and 
others

•M
D5 authentication with ESP between Linux

•3DES encryption with ESP
•SSH excepted between Solaris



Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
k
e
y
.
c
o
n
f

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
1
 
d
s
t
 
1
0
.
0
.
0
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
1
 
d
s
t
 
1
0
.
0
.
0
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3
 
e
n
c
r
a
l
g
 
3
d
e
s
 
e
n
c
r
k
e
y
 

1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
1
 
a
u
t
h
a
l
g
 
s
h
a
 

a
u
t
h
k
e
y
 
d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3
 
e
n
c
r
a
l
g
 
3
d
e
s
 

e
n
c
r
k
e
y
 
1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

e
d
c
9
5
b
a
7
3
3
1
0
3
0
c
9
6
f
9
d
4
d
b
a
e
7
b
f
1
c
6
d
f
f
a
a
2
c
a
7

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
1
 
s
r
c
 
1
0
.
0
.
0
.
1
 
d
s
t
 
1
0
.
0
.
1
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 

a
u
t
h
k
e
y
 
d
3
a
7
a
5
0
8
8
4
0
0
c
e
1
6
4
c
9
c
5
d
4
3
f
b
e
9
c
0
f
0
c
0
a
5
6
2
b
3
 
e
n
c
r
a
l
g
 
3
d
e
s
 

e
n
c
r
k
e
y
 
1
b
1
2
5
2
8
3
8
a
5
a
9
5
8
b
a
c
4
2
6
9
3
4
a
9
4
6
4
2
c
2
f
e
c
c
1
7
c
9
c
6
1
d
f
2
c
b



Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
k
e
y
.
c
o
n
f (cont’d.)

a
d
d
 
a
h
 
s
p
i
 
0
x
1
0
2
 
d
s
t
 
1
0
.
0
.
0
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

f
a
d
2
a
0
0
b
a
4
1
0
5
f
9
5
1
f
1
5
2
d
4
1
e
d
e
b
8
3
d
2
c
7
9
7
e
e
1
f

a
d
d
 
e
s
p
 
s
p
i
 
0
x
1
0
2
 
d
s
t
 
1
0
.
0
.
0
.
2
 
a
u
t
h
a
l
g
 
s
h
a
 
a
u
t
h
k
e
y
 

8
8
3
b
f
2
1
4
5
0
b
7
f
6
2
3
5
a
1
4
a
2
3
d
a
1
d
7
6
4
a
3
2
0
f
4
3
e
e
d
 
e
n
c
r
a
l
g
 
3
d
e
s
 
e
n
c
r
k
e
y
 

b
e
0
b
1
8
a
f
d
1
0
d
c
7
e
5
c
3
5
4
9
9
b
e
f
d
d
d
2
f
6
3
d
1
2
1
2
f
e
8
e
8
4
0
0
b
a
3



Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
i
n
i
t
.
c
o
n
f

#
 
D
o
n
'
t
 
u
s
e
 
I
P
S
e
c
 
o
n
 
l
o
c
a
l
 
c
o
n
n
e
c
t
i
o
n
s
,
 
a
s
 
i
t
 
s
e
e
m
s
 
t
o
 
c
a
u
s
e

#
 
p
r
o
b
l
e
m
s
 
(
d
e
s
p
i
t
e
 
d
o
c
u
m
e
n
t
a
t
i
o
n
 
t
o
 
t
h
e
 
c
o
n
t
r
a
r
y
)
.

{
 
d
a
d
d
r
 
1
2
7
.
0
.
0
.
1
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
s
a
d
d
r
 
1
2
7
.
0
.
0
.
1
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

#
 
D
i
s
a
b
l
e
 
I
P
S
e
c
 
r
e
q
u
i
r
e
m
e
n
t
s
 
f
o
r
 
b
r
o
a
d
c
a
s
t
 
t
r
a
f
f
i
c
.

{
 
d
a
d
d
r
 
1
0
.
2
0
.
1
.
2
5
5
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

#
 
D
o
n
'
t
 
u
s
e
 
I
P
S
e
c
 
o
n
 
S
S
H
 
c
o
n
n
e
c
t
i
o
n
s
.
 
I
n
 
c
a
s
e
 
s
o
m
e
t
h
i
n
g
 
g
o
e
s

#
 
w
r
o
n
g
 
w
i
t
h
 
I
P
S
e
c
,
 
w
e
 
s
t
i
l
l
 
n
e
e
d
 
a
 
m
e
a
n
s
 
o
f
 
s
e
c
u
r
e
 
r
e
m
o
t
e

#
 
a
d
m
i
n
i
s
t
r
a
t
i
o
n
.

#
 
S
i
n
c
e
 
S
S
H
 
t
o
 
t
h
e
 
L
i
n
u
x
 
b
o
x
e
s
 
n
e
e
d
s
 
t
o
 
b
e
 
e
n
c
a
p
s
u
l
a
t
e
d
,
 
w
e

#
 
n
e
e
d
 
t
o
 
s
p
e
c
i
f
i
c
a
l
l
y
 
e
x
c
e
p
t
 
S
o
l
a
r
i
s
 
b
o
x
e
s
.

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
o
u
t
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
s
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
d
p
o
r
t
 
2
2
 
u
l
p
 
t
c
p
 
}
 
b
y
p
a
s
s
 
{
 
d
i
r
 
i
n
 
}



Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
i
n
i
t
.
c
o
n
f (cont’d.)

#
 
R
e
q
u
i
r
e
 
u
s
e
 
o
f
 
I
P
S
e
c
 
f
o
r
 
L
D
A
P
.

{
 
s
p
o
r
t
 
3
8
9
 
}
a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
d
p
o
r
t
 
3
8
9
 
}
p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

#
 
S
e
t
 
u
p
 
I
P
S
e
c
 
b
e
t
w
e
e
n
 
S
o
l
a
r
i
s
 
h
o
s
t
s
.

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
0
.
2
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 
e
n
c
r_a

l
g
s
 
3
d
e
s
 

e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}



Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
•
/
e
t
c
/
i
n
e
t
/
i
p
s
e
c
i
n
i
t
.
c
o
n
f (cont’d.)

#
 
S
e
t
 
u
p
 
I
P
S
e
c
 
b
e
t
w
e
e
n
 
L
i
n
u
x
 
h
o
s
t
s
 
a
n
d
 
S
o
l
a
r
i
s
 
L
D
A
P
 
s
e
r
v
e
r
.

{
 
d
a
d
d
r
 
1
0
.
0
.
1
.
1
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
1
.
1
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}

{
 
d
a
d
d
r
 
1
0
.
0
.
1
.
2
 
s
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

a
p
p
l
y

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
s
a
 
s
h
a
r
e
d
 
}

{
 
s
a
d
d
r
 
1
0
.
0
.
1
.
2
 
d
a
d
d
r
 
1
0
.
0
.
0
.
1
 
}

p
e
r
m
i
t

{
 
a
u
t
h_a

l
g
s
 
s
h
a
1
 

e
n
c
r_a

l
g
s
 
3
d
e
s
 
e
n
c
r_a

u
t
h_a

l
g
s
 
s
h
a
1
 
}



Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
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Service Protection (cont’d.)
•Exam

ple Service Protection Configuration (cont’d.)
•
/
e
t
c
/
i
p
s
e
c
.
c
o
n
f (cont’d.)
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Service Protection (cont’d.)
•Num

ber of unique configuration files
•Two, used on all Solaris hosts
•O

ne, used on all Linux hosts
•O

ne used per Linux host (i
p
s
e
c
.
s
e
c
r
e
t
s)

•f(nL ) = nL  + 3
•Num

ber of unique configuration lines/stanzas per host
•Assum

e LDAP server’s entries have already been accounted 
for; only consider configuration for clients

•Two per Solaris host in i
p
s
e
c
k
e
y
.
c
o
n
f

•Two per Linux host in i
p
s
e
c
k
e
y
.
c
o
n
f

•Six per Solaris host in i
p
s
e
c
i
n
i
t
.
c
o
n
f

•Two per Linux host in i
p
s
e
c
i
n
i
t
.
c
o
n
f

•Two per Linux host in DNS
•f(nS , nL ) = 8nS  + 6nL

•Linear -- Yay!
•Lim

iting use of IPSec resulted in m
ore m

anageable config
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